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Abstract- Portable devices in different bases of militaryhsas battlefield or hostile region. These are more
likely to suffer from network connectivity probleand different partitions from main stations of maity base.
Sometimes it is impossible to connect to the hattal at higher altitudes. So now a days, Disruptaerant
network (DTN) technologies are very successful smuto such problems. That allows portable devites
communicate with other battalions and from cen@athority also and access the confidential datenftbe
database which are stored in the encrypted for&mahe of the most difficult challenge in this is th&forcement

of policies for authorization of data from the hbditin side.

Cipher text-policy attribute-based (CP-ABE) encigptis a trusted algorithm to control the accesdaif from
other parties and also used to encrypt data. tBals® adds some security and privacy challengds negard to
the data revocation and coordination of attribdtesn different authorities. We also secure the dataeval
using CP-ABE and Triple-DES algorithm. Triple-DES an algorithm which applies the Data Encryption
Standard (DES) cipher algorithm three times to adath block. Keying option reduces the effectivg &ee to
112 bits. But, this option is susceptible to certahosen-plaintext or known-plaintext attacks, #mas, it is
designated by NIST to have only 80 bits of security

Index Terms- Access control, Ciper-Text encryption (CP-ABE)isrdption-tolerant network (DTN),
multiauthority, secure data retrieval.
_ network sparsely, the ability to access vital data
1. Introduction rapidly from database is also an important feathad
In many m|||tary base Connectivity Scenariosya DTN should have since the ultimate goal of haVing

connections of portable devices carried by battalio Such a network is to allow portable devices to asce
can be temporarily have connectivity problem bylata quickly and efficiently. For example, in a
jamming of network, environmental factors, andbattlefield, battalion need to access informatielated
movement of battalion, especially when they operaf@ detailed geographical region, intelligent infation

in hostile regions. Disruption-tolerant network (B)r about enemy locations and its position, new
technologies are now days become successfemmands from the general/commander, weather
solutions that allow devices to communicate witHnformation etc. In addition, a particular datanitenay
other battalions and bases in this extreme netwgrki be of useful to multiple battalions so it makessgeto
connectivity environment. Typically, when therenis  replicate the data item to differebattalions, and store
end-to-end connection between a source battalion afi at multiple devices so that it can be accessed b
a destination battalion pair, then the messagem froother devices. This allows us to save battery usage
the source battalion may need to wait in thdandwidth consumption and the data item retrieval
intermediate devices for an unknown amount of timéme from database. Such data caching also meahs th
until the connection would be eventually resumee. Wthe source battalion of the data items need notvkno
provide a CP-ABE based encryption formula thathe identities of the devices. Disruption-tolerant
provides fine-grained control on access on the dafgtworks (DTNs) attempt to route the network
retrieval from database. In a CP-ABE encryptiofine€ssages via intermittently connected devices én th
formula, each battalion is assigned with a set dietwork. Routing in such environments or network is
attributes which is provided by the commander angdifficult because nodes have little information abo
based on which the battalion’s private key idhe state of the distributed network and transfer
generated. Vital information is encrypted under a@Pportunities between nodes are of limited duration
access policy such that only those battalions who@is, we propose a protocol for effective routiny o
attributes match with the attributes assigned by thPTN messages. MaxProp is based on giving priority
commander are able to decrypt the encrypted messatfePoth the schedule of data transmitted to otleles
Our policy can provide not only fine-grained cohtroand the schedule of packets to be dropped. These
access to each content object. Although data sgndiRriorities are based on the path likelihoods torpee
is a vital design issue for all such is connectiothe according to historical data and also on several
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complementary mechanisms, including
acknowledgments, a head-start for new packets, a

lists of previous intermediaries. Our evaluatiohevs ENCRYPTED DATA DATA -
that MaxProp performs better than protocols thatha D | SIORAGE (e BATIALION
access to an oracle that knows the schedule A
meetings between peers. Our evaluations are based
60 days of traces from a real DTN network we hav
deployed on 30 buses. Our network, callet
UMassDieselNet, serves a large geographic art
between five colleges. We also evaluate MaxProp ¢
simulated topologies and show it performs well in : v -

wide variety of DTN environments. - - } . .
y MANAGEMENT KEY AUTHORITIES MANAGEMENT

2. EXISTING SYSTEM Fig 1 Existing System

Now days the security in military application isngo ,
through wireless communication .but there are numbe 21 Disadvantages

of security related issues raised up in datgr) Attribute Revocation: Key revocation mechanisms
transmission. So to overcome that drawbacly CP ABE and KP-ABE, respectively. Their solutions
programmer newly introduced the secure data retfievare to append to each attribute an expiration (tate
from decentralized military network. Secure Dataime) and distribute a new set of keys to validrsse
Retrieval for Decentralized Disruption-Tolerantafter the expiration. The periodic attribute revdea
Mllltary Networks this is our existing system. In ABE schemes have two main prob|ems_

which they mainly introduced the key generatiortada The first problem is the security degradation inmte
send in encrypted format and decrypted at thevecei of the backward and forward secrecy. It is a
end. In this existing system they are used Cip&etr t considerable scenario that users such as soldiays m

policy attribute-based encryption (CP-ABE). change their attributes frequently,

This system having mainly four components, The other is the scalability problem. The key aritiio
* Key Authorities periodically announces a key update material by
 Commander uncast at each time-slot so that all of the normked
» Data Storage Node users can update their keys. This results in the “1
» Battalion affects-” problem, which means that the update of a

Here, in this existing system the Key Authoritiessingle attribute affects the whole non-revoked siser
generate the public key and encrypt data using theho share the attribute. This could be a bottlerfeck
key and sends the encrypted data to the commandwth the key authority and all non-revoked users.
along with the public key and public key is alsode
to the battalions directly also. Now, the commande{2) Key Escrow: Most of the existing ABE
again encrypts data with its own generated prikate schemes are constructed on the architecture where
and sends the encrypted data to the Data Storagesingle trusted authority has the power to
Node. Now the Battalion deployed in different regio generate the whole private keys of users with its
retrieves the encrypted data from the Data Storageaster secret information. Thus, the key escrow
Node and using that public key they decrypt thea daproblem is inherent such that the key authority
into plain text and obey the commands from the bas@n decrypt every Ciphertext addressed to users in
camps. the system by generating their secret keys at any
But, in the existing system it is not knowntime.
that the data retrieval is requested from authdrize3) Long range of Distance range communication must
battalion or some other unauthorized groups. Henckeg difficult
this is the major drawback of this system which ig) Will not get high delivery ratio for messageghwi
overcome in the proposed system. short deadline.
5) Additional transmission overhead is required in
order to get the best delivery ratio.

3 PROPOSED SYSTEM

In this section, we provide a multi authority CPAB
scheme with Triple-DES algorithm for secure data
retrieval in decentralized DTNs. Each local auttyori
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issues restricted personalized and attribute ke3/1 Triple-DES
components with Triple-DES encryption to a user b : ;
performing secure 2PC protocol with the centrain cryptography,Triple DES (3DES) is the common

. . ame for theTriple Data Encryption Algorithm
authority. Each attribute key of a user can be teutla : c :
individually and immediately more securely. Thue t (TDEA or Triple DEA) symmetric-key block cipher,

" ) . . which applies the Data Encryption Standard (DES)

scalablll'g/ ar;]d sec#rrl]ty can l?[et len{;(-:hetd In trr]'%i her algorithm three times to each data blocke Th
gropose d SC emg. ere aret O?h B ftelps whey ginal DES cipher's key size of 56 bits was galer

s:cmurn(;?yn er sends message lo the batlalion MOLfticiant when that algorithm was designed, bat th

: . . availability of increasing computational power made

1) The Key authority generates the public ke rute-force attacks feasible. Triple DES provides a

and s_ends it o the Commander and th?elatively simple method of increasing the key sife
Battalion respectively.

2) After that the command from the commandeDES to protect against such attacks, without tredne

is encrypted by the Triple DES key and theEO design a completely new block cipher algorithm.

attributes are set. After that key is generated.2 Algorithm:
following attributes. This key and encryptedryple DES uses a "key bundle" that comprises three

message is encrypted again_ and is stqred ES keys, K, K, and K, each of 56 bits (excluding
data node. The message is stored in the, iy bits). The encryption algorithm is:

encrypted format on the storage node where cipher text = ks(Dk2(Exi(plaintext)))
the battalion will access the message from _ )
storage node directly. i.e., DES encrypt with K DESdecrypt with K;, then

3) The Battalion will request for the message td?ES encrypt with K.
the storage node using the public key th@ecryption is the reverse:
storage node will give the response to the plaintext = Qx;(Ex2(Dks(Cipher text)))
request as it will decrypt all the keys in order . .
it has encrypted. After getting the responsé€: decrypt with K, encrypt with K, then decrypt
the battalion will generate key using ABEWIth K.
and decrypt the message using CP-ABE anBach triple encryption encrypts one block of 64 loit
also the Decrypt the same by Triple DES keydata.

4) Thus the following Fig indicates the total : L
. n each case the middle operation is the reverskeof
Flow of the proposed system in order to ge oo
) irst and last. This improves the strength of the
the Command to the battalion securely. . . . ! .
algorithm when using keying option 2, and provides

] backward compatibility with DES with keying option
DATANODE 3.
N \Regselon D
otk )
\ Genete oy vng 33 Advantages
FurpionCsng St Data Vodk Rc%l]]gﬂg 4B
GamneRepusy, (PO /i B, ‘ m 1) Data Confidentiality: lllegal users who do naivh

wo O

e | Dy enough approvals satisfying the access policy shoul
COMMANDER BATTALION ipie vy

Bl be daunted from accessing the plain data in thragto
" node.

/ 2) Collision: If multiple users collide they may be able
Eﬁfﬂpilt?ﬂuilﬂ% Deepfel g to decrypt a cipher text by merging their attrilsute
LA TrpleDES et even if they cannot decrypt single-handedly.

S Ky 3) Backward and Forward Secredy the framework

of ABE, backward secrecy means that any user who
comes to hold an attribute should be prevented from
accessing the plain text of previous data exchange

Sed publiNey

before he holds the attribute.
KEY AUTHORITY 4) Encryption can define a fine-grained accesscyoli
using any intonation access structure under atéthu
v issued from any chosen set of authorities.
5) Battalion are not required to fully trust the

Key Gnertio authorities in order to protect their data to lwerexd.

Fig 2 Proposed System
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4 CONCLUSION

The DTN technologies are becoming very useful
solutions in military applications that allow wiesls
devices to communicate witbther military bases in
hostile regions and access the confidential vital
information reliably by sending a retrieval messéme
external storage nodes. CP-ABE is a scalable
encryption algorithm solution to the access cordral
secures data retrieval problems. In this paper, we
proposed an efficient and secure data retrievahoakt
using CP-ABE and Triple-DES for DTNs where
multiple key authorities manage their attributes an
public key independently and then send it to the
commander and the battalions. The inherent key
escrow problem is resolved such that the
confidentiality of the stored data which is very
important is guaranteed delivered to the battadioen
under the hostile region where key authorities migh
be compromised or not fully trusted or cannot cabne
to the network. In addition, the fine-grained key
revocation can be done for each attribute group to
battalion assigned by the commander. We demonstrate
how to apply the proposed mechanism to securely and
efficiently manage the confidential data distritzlita

the disruption-tolerant military network.
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